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Abstract

Financial performance is easy to claim and hard to verify. A screenshot can be edited, a
spreadsheet can be curated, and the only way to prove more is to hand over the account itself:
balances, positions and every trade. Linvesther proposes a third path. Performance is mea-
sured from read-only connections to real accounts, expressed only as ratios, and published
as narrow statements that the owner authorizes one by one. Where a stronger guarantee is
available, the calculation is proven with a zero-knowledge proof so that anyone can check
that a result follows from its inputs without seeing the inputs. Ownership and registration
are anchored on a public blockchain, so the record does not depend on the availability or
goodwill of any single operator.

This paper describes the technology and the guarantees it provides, as well as the ones it
does not. We are deliberate about the second half: a verification system is only as useful as
its stated limits.

Contents

1 The problem 1
2 Design principles 1
3 System overview 2
4 Identity and ownership 2
5 Measuring performance 2
6 Selective disclosure 4
7 Zero-knowledge proofs 4
8 The public registry 5
9 Trust model 6
10 Threats and limits 7

11 Roadmap 7



Linvesther Verifiable performance, private history

1 The problem

A track record answers a simple question: how did this person’s money perform, and can I believe
it? Today the answer forces a bad choice.

Publish anumber, and nothing backs it. A return figure has a source, ascope, an observation
period and a method of calculation. Without them the number cannot be interpreted, and
nothing prevents it from being selected after the fact: the best account, the best month, the
best window.

Publish everything, and lose control. Sharing the underlying account activity proves more,
but it exposes position sizes, strategy, counterparties and net worth. Once disclosed, it cannot
be taken back.

Both failures come from the same gap: there is no way to make a bounded statement about
private data and have others verify it. Linvesther fills that gap. The owner keeps the history;
the world receives a statement, its scope, and the evidence that supports it.

2 Design principles

Percentages, never amounts.
Nothing published contains a balance, a position, a trade, an exchange identifier or an
absolute amount. Results are ratios computed since the account was connected.

No cherry-picking.
All of an owner’s connected accounts are combined into one public record. The owner
cannot choose which accounts, or which figures, to show. The only choice is whether the
record is public at all.

Consent is exact.
Every disclosure is a specific statement, and the owner’s signature covers exactly that state-
ment, its period, its audience and its expiry. Changing any of it invalidates the consent.

Guarantees are separate.
Who provided the data, whether it is complete, whether the calculation is correct, whether
it is registered and whether the evidence is available are five different questions. No single
badge answers all of them.

No dependence on a vendor.
Registries are public and immutable; the party that submits a transaction can be replaced
by anyone, because authority comes from the owner’s signature and not from the submit-
ter.
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3 System overview

Figure 1 shows how a statement travels from a private account to a public verifier. Everything
to the left of the dashed line stays under the owner’s control; only what crosses it is public.
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Figure 1: From a private account to a public, checkable statement.

The remaining sections follow this path: identity and ownership (§4), measurement (§5),
selective disclosure (§6), proofs (§7), the registry (§8) and finally the trust model (§9).

4 Identity and ownership

Anidentity in Linvesther is a public key, not an account with a company. Two credential types
are supported, and both produce the same kind of key.

Passkeys. A device credential based on the WebAuthn standard: the user authenticates with
a fingerprint, face or screen lock, and the device signs with an ECDSA key on the P-256 curve.
The private key never leaves the device’s secure hardware.

Password-derived keys. For users who prefer a password, a P-256 key is generated in the
browser and stored only in encrypted form on the user’s device, unlocked by the password.
The service never sees the password or the key.

To let a blockchain accept these signatures, each identity is represented by a small smart ac-
count: a contract that implements the ERC-1271 standard for validating signatures on behalf
of a contract, using the P-256 verification available on the network. The same identity can
therefore sign ordinary messages and structured typed data (EIP-712) that any contract can
check on-chain.

Continuity. Ownership changes, such as rotating to a new key, follow a two-step lifecycle: the
current owner authorizes the change, and it takes effect only once it is confirmed. A requested
new owner gains no authority until then. Losing every credential means losing the identity;
there is no operator-held backup, by design.

5 Measuring performance



Linvesther Verifiable performance, private history

5.1 Read-only sources

Performance is measured from real accounts through read-only connections: exchange API
keys restricted to reading, and a read-only report token for brokerage accounts. A connec-
tion that carries trading or withdrawal permissions is rejected. The assets always stay at the
exchange, and nothing the protocol holds can move them.

5.2 Time-weighted return

Deposits and withdrawals must not look like performance. The protocol uses the time-weighted
return (TWR): the period is split at every external cash flow, and the returns of the sub-
periods are chained. For a sub-period j with net asset value V]?tart just after the opening flow
and Vjend just before the next one,

V_end
]
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and the return between two moments a < b is R[a,b] = [,/I, — 1. A deposit changes the
account’s value but not the index I, so adding capital neither creates nor hides performance.
For an account with daily observations E; and net flow F; the daily returnis (E; —F;)/E;_; —1.

5.3 Risk and consistency

From the daily returns r, the protocol derives standard measures, each with a declared mini-
mum sample below which it is reported as unavailable rather than guessed:

I
Max drawdown = max(l -—t ), (2)
t max, < I,
B . ) _ #{profitable closed trades}
Sharpe = V365 S0’ Win rate = Ficlosed trades) (3)

where y, is the mean daily return, s(r) is the sample standard deviation and the risk-free rate
is set to zero and disclosed as such.

5.4 Combining accounts

Every connected account contributes to one combined curve. Their return curves are merged
so that a transfer between two of the owner’s own accounts is neutral, and adding a new
account does not register as gain. The owner cannot leave one out.

Unavailable is not zero. When history is too short, or a gap is unexplained, the metric is re-
ported as unavailable. A missing number is information; a fabricated zero is not.

Denomination and sampling. Crypto accounts are valued in a stablecoin unit, which is not
identical to a dollar; the unit is always stated and never relabelled. Valuation samples market
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prices at a fixed cadence, so the metric is a sampled TWR, and the published method names it
as such.

6 Selective disclosure

A claim is a narrow statement about the combined record, such as “return at least 10%” or
“maximum drawdown at most 3%”. It reveals whether a threshold is met and nothing about the
exact figure.

A claim carries the identity it concerns, the period it covers, the statements themselves, an
audience (the public, or a named party), a one-time nonce and an expiry. The whole claim
is serialized to a canonical form (JSON Canonicalization Scheme) and hashed with SHA-256.
The owner authorizes the digest with their credential. Because the digest covers every field,
altering the period, a threshold or the audience after signing produces a different digest that
the signature no longer covers.

A claim must be true to be signed. Before a statement is accepted it is evaluated against the
owner’s current figures; a false statement is rejected. Expired claims stop being served, and
a claim addressed to a specific audience is not readable by others.

A signature is consent, not proof. It shows that the owner authorized this exact statement. It
does not by itself show that the underlying calculation was performed correctly; that is the role of
the proof in the next section.

7 Zero-knowledge proofs

A zero-knowledge proof lets a party show that a computation was carried out correctly on
inputs that remain hidden. Linvesther uses a general-purpose zero-knowledge virtual machine
(RISC Zero): the metric calculation is an ordinary program, the guest, that runs inside the
machine and produces a receipt.

The receipt binds three things: the identity of the program that ran (its image identifier), a
public output called the journal (for example the period, a result or a predicate outcome, and
the fingerprint of the collector key that signed the source data), and a cryptographic proof
that the program executed honestly on some inputs. The private inputs, the trades and cash
flows, appear only as commitments.

A verifier needs no access to the account. They check that the receipt is valid, that the image
identifier corresponds to a released, publicly known version of the calculation, and that the
journal says what the claim says. The identifier must come from a source independent of
whoever produced the proof; otherwise a prover could prove a different program and present
the result as the official one.

What is proven. That the reported result follows, by the published method, from the com-
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mitted inputs.

What is not. That the inputs were honest or complete. A correct calculation over falsified
data is still correct. That question belongs to the origin and coverage dimensions of §9.

Status. Proofs of performance are implemented for individual exchange accounts. Extending
them to the combined record, and to the statements of §6, is part of the roadmap; until then
a combined claim is authorized by its owner and checked against collector-attested figures,
and is presented as such.

8 The public registry

Ownership and registration live on a public blockchain: Base, an Ethereum layer-2 network.
Following a testnet-first policy, Linvesther currently runs on the Base Sepolia test network; a
production deployment is a separate, deliberate step and is not assumed.

A small set of registry contracts records identities, the accounts bound to them, optional pub-
lic profile text (a name and a short bio), and checkpoints to which a proof can be attached.
They emit events, so anyone can reconstruct the history from the chain without asking Lin-
vesther.

Two properties matter for trust:

e Immutability. The registries are deployed without an upgrade proxy. Their rules cannot
be changed by whoever operates the service.

e Replaceable submitters. A transaction is authorized by the owner’s signature, verified on-
chain, and not by who broadcasts it. A relayer pays fees and forwards the signed command;
any other relayer, or the owner directly, can do the same.

Only commitments, ownership and proofs are registered. Trading data is never written on-
chain.
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9 Trust model

A verified result is judged along five independent dimensions.

Dimension Question it answers

Origin Who attested to the source data? A collector reads the exchange with a read-only key
and signs what it saw; the proof records which collector. That is not the exchange’s
own signature and does not resist a malicious collector, so a verifier compares the
collector against the ones it trusts (below). Stronger origins (an authenticated TLS
session, or an issuer signature) are defined for later stages.

Coverage Do the observed inputs satisfy the declared coverage policy, with no unexplained
gaps? It does not establish completeness outside that scope.

Calculation Does the result carry proof that it follows from the committed inputs by the published
method?

Registry Has the result been anchored and reached the reported registry state?

Availability Is the evidence needed to inspect the result available?

Whose data it is

A valid proof shows a calculation is right; it cannot show the data was honest, because who-
ever supplies the data can sign anything and prove the arithmetic over it. The guest therefore
commits the fingerprint of the signing collector’s key into the journal, and a verifier classifies
it against a list of collectors it trusts:

e Trusted collector: the signer is on the verifier’s list and the proof covers a period the col-
lector is trusted for.

o Self-attested: the signer is not on the list. The figures are only as trustworthy as the holder
of that key, which is the case for anyone running their own instance.

e Revoked or out of validity: the collector was listed but is no longer trusted for that period.
A revoked collector is never trusted at any date, since a proof alone cannot show a signature
predates a compromise.

A calculation that verifies over data nobody trusts is not reported as a verified track record:
the origin is a separate result, and a verifier that cannot place it says so. The list belongs to
the verifier. A list published by a site is a convenience, and a careful reader keeps their own.

A result strong in one dimension says nothing about another, so no combined score is offered.
Consumers should also read the denomination, the observation period, any gaps and any
published corrections alongside these dimensions. Corrections never erase history: a fix is a
new, signed entry that points at what it corrects, and an earlier result remains as evidence of
what was claimed at the time.
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10 Threats and limits

We state what the system does not defend against.

Dishonest source.
If the collector or the exchange supplies false data, a correct calculation yields a false re-
sult. Anyone can run a collector and sign invented figures; the protocol does not prevent
that, it makes it visible, because such a proof is self-attested unless the verifier trusts that
collector. Stronger origin mechanisms, where the exchange itself is what vouches for the
data, remove the dependence on the collector and are staged on the roadmap.

Selection outside the system.
The protocol prevents choosing among connected accounts. It cannot know about accounts
the owner never connected; the record covers what was connected, from the moment it
was connected.

Sampling and method.
Results depend on the valuation cadence and method, which are part of the published
policy. A different method is a different, versioned metric and is never mixed with an
earlier one silently.

Disclosure is permanent.
Once a statement is public, copies may persist. Consent to publish is consent to that.

Key loss.
Losing every credential loses the identity. No operator can restore it, which is the same
property that prevents an operator from taking it.

Test network.
While the registry runs on a test network, its state carries no economic finality.

11 Roadmap

1. Zero-knowledge proofs of the combined record and of each disclosed statement, attached
to on-chain checkpoints.

2. Stronger origin: authenticated sessions with the exchange, and issuer-signed statements
where institutions provide them.

3. More connections across exchanges and brokerages.

4. Additional metrics with their own published methods, such as downside-risk measures
and benchmarks.

5. A production deployment on Base, after independent review of the contracts and proofs.
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